Hisn user guide

Active Directory security console for Hisn 1.32 and later: install, scan, read

the results, monitor and report.

1. What Hisn does

Hisn assesses the security of Active Directory and the Windows servers in it, tracks every
finding until it is fixed, and watches the domain controllers for attacks and for changes to the

most sensitive (Tier 0) objects. It is one Windows service with a web console.

e Read-only. Hisn never writes to Active Directory, Group Policy or servers, and installs
nothing on domain controllers. Fix and rollback scripts are generated for an

administrator to review and run.
e Offline. No internet connection is needed to run or to activate it. Updates arrive as

signed files you copy in.
¢ No password hashes. Hisn never reads or stores hashes. The optional password audit

runs separately, and Hisn imports only account names.

¢ Arabic and English throughout the console, the reports and this guide.

2. Quick start

From a new installation to your first results in five steps. Each step links to its full section.

1. Install Hisn-Setup-v<version>.exe on a domain-joined server and finish with Open

the Hisn console ticked (section 4).

2. Sign in with your domain account (a member of Hisn-Admins) or the built-in

administrator you created in Setup (section 5).

3. Check the domain in Settings — Domains. Setup adds the server's own domain; open it

with Edit domain and press Test connection (section 7).
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4. Run a scan: Scans — Run scan, or the scan button on the dashboard. A medium domain

takes 1 to 5 minutes.

5. Read the dashboard, then open Findings and start with the highest severity (section 8).

Add domain

Display name

Optional. Blank = the domain name
Domain name

corp.local
e.g. corp.example.gov

Domain controller

Optional. Blank = nearest domain controller
Scan account

DOMAIN\svc-hisn

Optional. DOMAIN\user or user@domain. Blank = the collector runs as the Hisn service
(TIGRIS\svc-hisn$); no password is stored

Scan account password

Stored encrypted on this server (DPAPI)

Included in scheduled scans

Not tested yet

Cancel Test connection Save

Step 3: the domain form. Blank fields are optional; Test connection checks what the scan will need.
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3. Requirements

Item

Server

PowerShell

Browser

Disk

Memory

Network from

the Hisn server

Requirement

Windows Server 2016 or later, joined to the domain. A domain controller is the
simplest choice; a member server works with the RSAT "Active Directory

module for Windows PowerShell".
5.1 (included in Windows Server 2016 and later).

Microsoft Edge, Chrome or Firefox. Internet Explorer is not supported. It is
the only browser on Server 2016/2019, so open the console from your own PC

or install Edge or Chrome on the server.

About 300 MB for the program; scan history grows by 1 to 5 MB per scan for a
medium domain. Older scans' raw data is kept compressed. No scan or

backup starts when free space is below 2 GB (a setting).

The collector runs in PowerShell on the Hisn server and needs about 1 GB free
for a directory of 20,000 accounts (measured, see below); allow more for larger

directories.

To the DCs: LDAP 389, Global Catalog 3268, AD Web Services 9389, SMB 445
(SYSVOL), RPC 135 and dynamic ports, WinRM 5985. To member servers:
WinRM 5985. To CAs: RPC and HTTP/HTTPS. To the console from
administrators' PCs: HTTPS 8443 (configurable).

Measured scan size

Measured on a lab domain controller (a virtual machine, one DC, the collector running on the

DC itself), with synthetic disabled accounts, computer objects and nested groups added to the

lab domain. Member servers were not scanned.

Directory Collection Collector peak Analysis Collected
memory data

20,017 users / 5,001 computers 6 minutes 981 MB 5s/226 62 MB

/ 557 groups MB

Each member server adds a WinRM round trip (up to 300 per scan); DCs reached over a slow

link add to the collection time. Real directories carry more attributes per account than the

synthetic ones, so use these figures as a lower bound.
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4. Install and upgrade

1. Copy Hisn-Setup-v<version>.exe to the server and run it as an administrator. Check
its SHA-256 against the value published with the download. If SmartScreen appears,
choose More info — Run anyway.

2. Choose the language, accept the licence, then set the options: HTTPS port (default 8443)
and who may open the console (administrators on the network, or this server only).

3. Create the built-in administrator (a Hisn-only account for when domain sign-in is
unavailable) and set the first domain.

4. Finish with Open the Hisn console ticked. The first start can take up to 2 minutes while
the HTTPS certificate is created.

Setup creates the service HisnConsole (LocalSystem, automatic start), the AD groups Hisn-
Admins and Hisn-Viewers (and adds you to Hisn-Admins), a firewall rule for the console port,
and a Start menu folder. The program goes under C:\Program Files\Hisn ; Setup refuses a

folder outside Program Files.

Upgrade: run the new Setup over the existing installation. History, settings, domains, licence
and finding states are kept. Setup backs up the data before it changes anything, stops if that
backup fails, and refuses to install an older version over a newer one. Silent install: Hisn-

Setup-v<version>.exe /S.

5. Sign in and access

Open https://<server>:8uu3 . The browser warns about the self-signed certificate on first
use; choose Advanced — Continue, or install your own certificate in

C:\ProgramData\Hisn\tls .
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Sign in
ACTIVE DIRECTORY SECURITY CONSOLE Sign in with a domain account (member of Hisn-Admins or
Hisn-Viewers) or the built-in Hisn administrator

Know your Active Directory
before an attacker does

Username

Assessment, attack paths, Tier 0 monitoring and change tracking for DOMAINyUser or user@domain for the domain, o the built-in
your Active Directory — runs entirely inside your network, agentless, administrator name set during installation

read-only.
Password

il

192 security checks, a score and grade, fix and rollback scripts
Attack paths to Tier 0 with the one step to cut
Live Watch: Tier 0 changes alerted within a minute

Activity: who changed what in users, groups and GPOs

AD CS ESC1-ESC16 and mapping to Five Eyes, ISO 27001, NCA ECC and more

The sign-in page. Use DOMAIN\user or user@domain, or the built-in administrator's name. The link
under the button switches the language.

Who Can

Members of Hisn- Run scans, manage findings, download fix scripts, change settings,
Admins import content and licences.

Members of Hisn- View the dashboard, findings, Watch, activity and reports.
Viewers

Built-in administrator Everything; locked for 15 minutes after 10 wrong passwords.

Sessions end after 30 minutes idle or 12 hours. Five wrong passwords from the same user and

address lock that sign-in for 15 minutes.

At the bottom of the sidebar: ¢ / EN switches the language, and the theme button cycles Auto
(follows Windows), Light and Dark; the choice is kept in this browser. On a phone the sidebar
folds into the menu button at the top. Every page works with the keyboard: Tab moves, Enter

or Space opens a row, Escape closes a dialog, and a Skip to content link is the first stop.

Audit log. Every sign-in and every change made in the console (settings, finding states,
exports, restores) is recorded on the Audit log page, with the user and address. Admins can
filter it and export it as CSV.
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Audit log

Export CSV
Whe did what in the console: sign-ins, scans, settings, domains, downloads
® Sign-ins- 24 h @ Failed sign-ins- 24 h Scans started - 7 days Total records
1. Configuration changes - 7 days since 10 Nov 2026, 18:19
Dashboard
24h 7 days 30 days 90 days All All Sign-in Scans Findings Watch Settings Domains Downloads System
Scans
All users ¥ Search action, detail or IP
Findings
¥ Attack paths
TIME USER CATEGORY ACTION DETAIL P
® Watch . 5 . i i
10 Mov 2026, 18:20  TIGRIS\Administrator Sign-in Signed in Admin this
_ login.ok 4 S
O Activity
10 Nov 2026, 18:19  TIGRIS\Administrator Sign-in Signed in Admin this
‘ Sign-ins login.ok server
2 Search 10 Nov 2026, 1819 live Watch Live Watch TIGRIS - 3 changes detected -
watch.live
© Honey accounts
10 Nov 2026, 18:19  live Watch Live Watch TIGRIS - 1 changes detected N
Password audit watch.live
ettings 10 Nov 2026, 18:19  TIGRIS\Administrator Settings Settings saved Allowed machines: (empty) -> PAW-* 10.0.7.0/24 - Live Watch: False ~ this
settings.save -> True SETHEr
O Auditlog
10 Nov 2026, 18:19  system Scans Scan Scan #2 - corptigris.local - score 74 -
. completed
User guide
scan.done

The Audit log: who did what in Hisn itself.

6. Licence

Without a licence Hisn runs in demo mode: one full scan of one domain, with every result and
report for that scan. Ongoing features (schedules, history, several domains, Watch, Live Watch,

alerts, branding, content updates, SIEM) need a licence.

Install the license.json you receive in Settings — License — Install license file, or paste its
contents. The card shows the edition, licence type, expiry, enabled users and maximum
domains. Under Your domains it shows each domain's ID (SID): send it with a licence order,

because a licence is bound to domain IDs, not to a server.
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Settings m

License
A licensejson file signed with the Hisn licence key. No internet connection is needed.
TIGRIS
Current edition Licensed
Customer Demo
Dashboard
License ID GUIDE-DEMO
= Scans ssued 2026-11-10
Licence type Subscription
fmhies Expires 2027-11-10 - 365 days left

°  Attack paths Enabled users 4 / unlimited

Max domains unlimited
@ Watch
Your domains

© Activity

The domain ID (SID) is what a license is bound to. Send it with your licence order.

¢ Sign-ins
SIS TIGRIS 5-1-5-21-1364589648- 2847385211~ 3984128853 Copy licensed

S Lo
Search This license is not bound to a domain — it works on any domain

© Honey accounts Install license file Remove license

e i » or paste the contents of license json here

Settings
Content updates

Audit log Detection data: ATT&CK technigue names, Sigma rules, Microsoft security-update data, CISA exploited CVEs, EPSS scores, support end dates, threat-intel

P lists and weak-password lists. It arrives as files you import from USB: a signed Hisn package (the rules) and a data package that Get-HisnUpdates.ps1
User guide builds on an internet-connected PC. The server never sends anything out.

lardallned rambnnd

Settings — License. Copy the domain ID for a licence order; install the file you receive with Install license
file.
Type Behaviour

Subscription Works until the end date, then 14 more days with a warning, then read-

only (past results stay viewable).

Perpetual with Never expires for the versions released before the maintenance date.
maintenance Newer versions and new content packages need renewed maintenance.
Trial 14 days, full features.

Size tiers count enabled users (S 1,000 - M 5,000 - L 20,000 - XL unlimited). Going over shows a

warning; it never blocks scanning.

7. Domains and scan accounts

Add each domain in Settings — Domains — Add domain (picture in Quick start): the DNS name,
optionally a preferred DC, and optionally a scan account ( DOMAIN\user ; the password is

stored encrypted with Windows DPAPI). Leave the account blank to scan as the Hisn service;
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the form names the identity the service runs as. On a DC running as LocalSystem, that reaches

other machines as the DC's computer account ( DOMAIN\DC$ ).

Press Test connection. It checks four things and explains any failure:

Test Needed for Rights
Directory read Almost every check Any domain user
(LDAP)
Remote DC settings: signing, Domain Admins (an administrator of the DCs).
PowerShell SMB, spooler, LSA Remote Management Users alone lets the
(WinRM) to the protection, audit policy, account connect but not read these settings;
PDC firewall, patches Hisn then shows them as not evaluated
Security log "Changed by" in Watch, Event Log Readers on the DCs

Live Watch, sign-ins and

lockouts
SYSVOL GPO content and Any domain user

settings, scripts, secrets in

SYSVOL

Member servers (checks S-001 to S-015 and admin sessions) are read over WinRM and need
the scan account (or the DC's computer account when no account is set) in each server's local

Administrators group. Up to 300 servers are read per scan.

For a domain in another forest, use an account of that domain; the trust must allow it.

Run the service as a gMSA (recommended)

By default the Hisn service runs as LocalSystem. That works, but on a domain controller it
scans as the DC's own computer account, and a scan account typed into Settings is a
password stored on the server. A group managed service account (gMSA) avoids both:
Windows creates and rotates its password, only the Hisn server can use it, and Hisn stores

nothing.

Run these on a DC as a Domain Admin (Hisn never runs them itself). Replace HISNSERVER
with the name of the server Hisn is installed on; Setup also writes this list, with your names

filled in, to C:\ProgramData\Hisn\Create-Hisn—-gMSA.txt .
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# 1. once per forest - skip if Get-KdsRootKey already returns a key
Add-KdsRootKey -EffectiveImmediately # then wait 10 hours for it to ref
# (single-DC lab only: Add-KdsRootKey -EffectiveTime ((Get-Date).AddHours(-10)

# 2. the account - only the Hisn server may fetch its password
New—ADServiceAccount —Name svc—hisn -DNSHostName svc—hisn.corp.example
-PrincipalsAllowedToRetrieveManagedPassword 'HISNSERVER$'

AY

# 3. the read rights from the table above
Add-ADGroupMember 'Event Log Readers' -Members 'svc—hisn$'
Add-ADGroupMember 'Remote Management Users' -Members 'svc-hisn$'

4 G — >

Then on the Hisn server, as administrator:

Install-ADServiceAccount svc—-hisn

Test—ADServiceAccount svc—hisn # must print True

Run Setup again (it keeps your data) and enter CORP\svc-hisn$ under Run as gMSA, or run
Install-HisnConsole.psl -ServiceAccount CORP\svc-hisn$ . Setup checks the account
with Test-ADServiceAccount, gives it rights on C:\ProgramData\Hisn , and restarts the
service. In Settings — Domains, leave the scan account blank for every domain the gMSA can

read.

e Other domains and forests. Group membership is per domain: add svc-hisn$ to
Event Log Readers and Remote Management Users in each child domain or trusting
forest, or keep a scan account for that domain.

e Member-server checks still need the account in each server's local Administrators
group, as for any scan account.

e Domain controller settings (signing, SMB, spooler, LSA protection, audit policy,
updates, dcdiag) need an administrator of the DCs. In Remote Management Users the
gMSA can connect but not read them, so those checks show as not evaluated: set a scan
account in Domain Admins for the domain (Domains page) to assess them.

¢ Moving to a new server means adding the new server to
PrincipalsAllowedToRetrieveManagedPassword ( Set—ADServiceAccount svc-hisn -
PrincipalsAllowedToRetrieveManagedPassword 'NEWSERVER$' ). A backup restored

there needs no passwords re-entered.
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8. The dashboard

The dashboard is the domain's state at a glance. The domain shown is the one selected in the

box at the top of the sidebar.

Active Directory security posture

) Score history
Domain ¥

TIGRIS

TIGRIS

corp.tigris.local

10 Nov 2026,

Dashboard 18:19 #2 Grade C

15 Nov 2026,

Scans 02:00
no change vs last scan

Scans run 2

Findings

S Attack paths

) 4 9 1 1 4 0 0
© Watch Enabled users Enabled computers Domain controllers Tier 0 accounts Group Policies Trusts Certificate
of 6 of 9 authorities
O Aciivity
“ Sign-ins Open findings Remediation progress Watch
~ L}
Search 24 Cpen 2 7
failing checks Returned 0 changes to review
© Honey accounts
= ¥ L[| Acknowledged o Feam) Eng) GCien
5 @ Critical 0 Snoozed 0
Password audit Critical  DCSync replication request by
@ High n Risk exception 0 TIGRIS\a.smith
N adi . 26 Oct 2026, 06:13 - TIGRIS\a.smith
ettings & Mcdinn s Fixed 0 A "
® Low 3 Critical Added to Domain Admins: svc-
. backup
Akt loo 192 checks in the last scan 0 0 26 Oct 2026, 05:06 - TIGRIS\sve-adconnect
e ——) P e o
s Ll gasites High Added to Backup Operators: svc-veeam
User guide ® Passed 57 @ Failed 24 Not evaluated 111

26 Oct 2026, 20:03 - TIGRIS\b.jones

Onen findinas list

The upper half of the dashboard.

1. Score and grade (0 to 100, A to F), the change since the previous scan, and the score
trend over the latest scans.

2. The last and next scan, and how many scans this domain has.

3. Domain counts: enabled users and computers, DCs, Tier 0 accounts, GPOs, trusts and
certificate authorities.

4. Open findings by severity, and how many of all checks passed, failed or could not be
evaluated in the last scan.

5. Remediation progress: findings open, returned, acknowledged, snoozed, under a risk
exception or fixed; and how many have an owner or are overdue.

6. Watch: changes waiting for review, newest first.
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Top findings [Z Open report

High  Accounts without Kerberos pre-authentication (AS-REP roasting) High LAPS is not deployed
K-003 - 3 affected G-002 - 1 affected
High Weak default domain password policy High  Privileged accounts are governed by a weak password policy
G-004 . 1 affected G-011- 1 affected
TIGRIS
High ~Computers run an unsupported operating system High  LDAP signing is not required on domain controllers
-003 - 1 affected -006 - 1 affected
Dashboard
Scans )
Attack paths Open Compliance coverage Live Watch Settings
Findings o Five Eyes: 16 of 17 techniques covered, 5 @ Live Watch is on
/3 failing
P c 3 ordinary users with a path to Tier 0
iRz Falis . i Five Eyes 2024 [ 74 60s 4 11
@ Watch 0 — 15 ISO/IEC 27001 - 70 S T colEes Ol
caught
paths shortest Tier 0 assets NCA ECC-2 — 70
© Activity (steps) this server's log - last read 12 Nov 2026, 14:12
SAMA CSF L J 70
¢ Sign-ins Path data was incomplete in this scan. UAE IA Regulation pr— 70
= CBl (Iraq) — 70
Q  Search
CIS Controls v8.1 L] 70
® E ts
(&) Honey accounts —— -
Password audit PCI DSS 4.0.1 L] 70
ANSSI (indicative) [ ] 70

Settings

Percentage = passing share of the checks that ran,

i Click a framework for tails.
O Auditlog Click a framework for the details,

User guide

The lower half: top findings, attack paths, compliance coverage and Live Watch.

Lower down: the top findings (open the report from here), an attack paths summary,
compliance coverage for each framework (click one for the Compliance page), and the Live
Watch status with its interval, the changes it caught and the number of sources read without

error.

9. Scans and findings

Run a scan from Scans — Run scan or from the dashboard, or schedule it in Settings —
Scheduled scan (daily or weekly; default Sunday 02:00). A medium domain takes 1to 5

minutes; 20,000 accounts about 6 minutes (see Measured scan size).
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D STARTED LABEL STATUS SCORE TRIGGER BY
Donss #2 10 Nov 2026, 18:19 — Done 74  Manual TIGRIS\Administrator
TIGRIS

#1 10 Nov 2026, 18:19 . Done 74 Manual TIGRIS\Administrator

Dashboard

Scans

Findings

¥ Attack paths

©® Watch

© Activity

‘ Sign-ins

) Search

© Honey accounts

Password audit

{07 Settings

O Auditlog

User guide

Scans: every scan of the selected domain. Click one for its detail.

A scan's page shows its status, score and the count of findings by severity, the downloads
(the report, findings as JSON or Excel, the fix and rollback scripts for every finding) and the

scan log. Create report... opens the report builder (section 11).
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Scan detail #2 Back

Status Done
By Domain corp.tigris.local
TIGRIS
Started 10 Nov 2026, 18:19
Finished 10 Nov 2026, 18:19
i iaE Trigger Manual

SEne Requested by TIGRIS\Administrator
b 5

Security score 74 /100 (C)

Findings

¥ Attack paths

0 1 10 3 57

© Watch ® Cntical ® High ® Medium ® Low ® Passed

© Activity

Downloads

[ Open report L Report (HTML) @ Create report... &, Findings (JSON) & Findings (Excel) o, Fix script X Rollback seript

‘ Sign-ins

) Search

© Honey accounts
Scan log

Password audit

scan 2 started 2026-11-10T15:19:467 (domain #1 Default)

findings: @ new, @ returned, @ fixed, 24 still open

directory changes since scan #1: @ value change(s) in Activity, @ Tier @ metadata change(s), @ without a Security-log event
(replication metadata: baseline this scan)

Audit log watch: no changes vs previous snapshot

activity: @ new row(s) from the Security log

sign-in failures: @ read, © new, 0 new alert(s)

- >
10, Settings

User guide

A scan's detail, with its downloads and log.

Findings

The Findings page lists what failed, filtered by state (open, acknowledged, snoozed, risk
exception, fixed, returned) and severity, with a search by title or check ID. Each finding keeps
its state across scans: when the next scan no longer sees the problem it becomes fixed, and if

it comes back it is marked returned.

13/35



Findings

Track and manage findings between scans

Open Acknowledged Snoozed Risk exception Fixed Retumned All Critical High Medium Low
TIGRIS
Search by title or ID... Scan:  Last scan v
Dashboard
SEVERITY FINDING STATE OWNER DUE

Scans
LAPS is not deployed

High Open — —

o e G-002 - Group Policy - 1 affected

Findings ’

° Attack paths High Weak default d\j.\maln ?assword policy o _ _
G-004 - Group Policy - 1 affected

& Watch
Privileged accounts are governed by a weak password policy

High B Open — —
G-011- Group Policy - 1 affected

© Activity

L Computers run an unsupported operating system
“ Sign-ins High o s Open — —
= 1-003 - Infrastructure - 1 affected

) Se:
S LDAP signing is not required on domain controllers

High Open — .
» 1-006 - Infrastructure « 1 affected

(&) Honey accounts

Print Spooler is running on domain controllers
High Open — —

sy 2
Password audit 1-009 - Infrastructure - 1 affected

Settings No recent Active Directory backup
High N Open — —
1-015 - Infrastructure - 1 affected
O Auditlog
krbtgt pi 1 has not been ck d recently
High i Open = =
User guide K-001 - Kerberos + 1 affected

Findings, filtered to open ones.

A finding opens with an explanation, the remediation, the affected objects, MITRE ATT&CK
techniques and the controls it maps to in each framework. On the right: Acknowledge,
Snooze (up to 90 days), Risk exception (up to a year, with a reason) and Assign an owner

and a due date. Every action is kept in the finding's history.
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P-001

Findings

Back

Too many Tier-0 administrators State
Domai

High P-001 - Privileged acces
TIGRIS 2 ! Open

Members of Domain Admins, Enterprise Admins, Schema Admins and Administrators fully control the

Pt forest. Every extra account is another credential an attacker can phish, dump from memory, or reuse.
ashboard - Dy iat;
Microsoft recommends keeping these groups as small as possible and using them only for directory oL

administration.
Scans + Acknowledge @ Snooze

Remediation
Findings O Risk exception A Assign

Review every member. Move day-to-day administrators to delegated groups with least privilege

Attack paths

(e.g. a custom "Helpdesk - Reset Password’ delegation on specific OUs). Keep only named,
e separate admin accounts (e.g. adm-jsmith) that are used exclusively on Tier-0 systems.
d

i 1 enabled Tier-0 admins
Activity

MITRE ATT&CK techniques
Sign-ins

T1078.002 Domain Accounts
Search

Frameworks & standards
Honey accounts

ANSSI (indicative) Indicative: caps the domain at ANSSI level 2 (blocks level 3)
Password audit CIs Controls v8.1 CIS 5 Account Management - CIS 6 Access Control Management
Settings DISA STIG Active Directory Domain STIG
ISO/IEC 27001 A.5.15 Access control - A.B.2 Privileged access rights
O Auditlog
PCI DSS 4.0.1 7.2 Least privilege - 8.2 Unique accounts
User guide NCA ECC-2 2-2 Identity and Access Management

One finding: what it means, how to fix it, and where it maps.

Further down are the fix script and the rollback script for that finding. Read them, run the fix

with -WhatIf first, and keep the rollback. Hisn never runs them itself.

CIS Controls v8.1 CIS 4 Secure Configuration

DISA STIG Windows Server STIG (domain controller rules)
ISO/IEC 27001 A.8.9 Configuration management - A.5.17 Authentication information
PCI DSS 4.0.1 2.2 Secure configurations - 8.3 Strong authentication

i NCA ECC-2 2-3 Information System and Information Processing Facilities Protection

TIGRIS

Affected objects (1)
Dashboard

Minimum length 7

FIX SCRIPT (FROM REMEDIATION.PS1) Copy
Findings

Attack paths # [G-884] HIGH - Weak default domain password policy
# Affected: 1

Watch
# IMPORTANT: account policies are owned by the GPO linked at the domain root (Default Domain Policy)

# Changing them with Set-ADDefaultDomainPasswordPolicy is reverted at the mext policy refresh.
Activity # Correct fix: GPMC > Default Domain Policy > Computer Configuration > Policies > MWindows Settings >
#  Security Settings > Account Policies. The line below is for immediate effect only.
Set-ADDefaultDomainPasswordPolicy -Identity (Get-ADDomain) -MinPasswordlength 12 -ComplexityEnabled

Sign-ins

- ROLLBACK SCRIPT (FROM ROLLBACK.PS1) Copy
Search

Honey accounts
# [G-004] HIGH - Weak default domain password policy

# Affected: 1
Password audit

# Set-ADDefaultDomsinPasswordPolicy -Identity (Get-ADDomain) -MinPasswordlength 7 -ComplexityEnablec

Settings
O Auditlog
History
User guide
10 Nov 2026, 18:19 opened by system

Fix and rollback scripts, with comments that explain the correct fix.

15/35



e Score. Each area is weighted by severity (critical 10, high 5, medium 3, low 1). Any open
critical finding holds the score at 59 (grade F): one critical path is enough to take over a
domain.

¢ Not evaluated means the data could not be read (for example WinRM to a DC failed).

The note under the check says why; it is never counted as passed.

10. Attack paths

After each scan Hisn links permissions, group memberships, delegation, admin rights, sessions
and certificate templates into a graph, and lists every chain from an ordinary account to full
control of the domain (Tier 0). Each path names the single change that breaks it (cut here) with
the PowerShell to make it; the top of the page shows the one change that closes the most

paths (best single fix).

The tiles give the number of ordinary users with a path, the distinct paths, the shortest path in
steps and the best single fix. "No attack paths" after a complete scan is the result to aim for. A
note on the page says when the scan's permission data was incomplete; then scan again with

the current version before relying on the result.

11. Reports

Open a scan and click Create report.... Every report is one HTML file that prints to A4 PDF, in
Arabic or English, with a report ID and a SHA-256 fingerprint so a copy can be checked against

the console. Reports are built from the scan's data; nothing is collected again.
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Create a report - #2

Choose the report and what it contains. It is built from this scan's data; nothing is collected again.

Saved profile

— none — Save as profile Delete profile

Report type

@ Executive () Technical

For management: score and trend, top risks in plain
words, attack paths, recommended decisions (2-4

pages).

For the admin team: every finding by area, with
affected objects and fix scripts.

Framework mapping O Remediation plan
For auditors: one framework, organised by its controls -

status and evidence for each.

Every issue in three waves by severity and effort, with
owner and date columns - to track the work.

Changes Attack paths
Against the previous scan: each area's score then and
now, what is new and what was fixed.

Every path from an ordinary account to control of the
domain, step by step, with the fix that breaks it.

O Custom
Pick the sections yourself.
Areas Select all
Privileged Accounts Permissions & Delegation

Account Hygiene Kerberos & Delegation

Cancel

OpenDocument . Open
&, Download @
(.odt) report

The report builder: pick a type, the areas and options, then download or open the report.

Type For Contents

Executive Management Score and trend, top risks in plain words, attack paths,
recommended decisions (2 to 4 pages)

Technical Administrators  Every finding by area, affected objects, fix scripts, ATT&CK
coverage

Framework Auditors One framework (ISO/IEC 27001, NCA ECC, SAMA CSF, UAE |A

mapping Regulation, Central Bank of Iraq cyber resilience controls, CIS
Controls v8.1, PCI DSS 4.0.1, DISA STIG, ANSSI, Five Eyes) by
its controls, with status and evidence

Remediation Project Every issue in three waves by severity and effort, with owner,

plan tracking target date and done columns

Changes Progress Each area's score then and now; new and fixed issues

reviews

Attack paths

Custom

Security team

Anyone

Every path step by step, with the fix that breaks it

Any of the 21 sections
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Options: areas, severities, language, classification (None, Internal use, Confidential, Secret), fix
scripts (admins only), passed checks, and theme (Ishtar, colourful; Formal, calm). Save a set of
options as a saved profile; a profile can be e-mailed after every scheduled scan. Put your logo

in Settings — Organization logo.

12. Compliance

Open Compliance from the dashboard's compliance card. It shows how the last scan maps to
each framework, control by control. Hisn maps its checks to the frameworks; it does not certify

compliance.

Compliance

How the last scan maps to each framework, control by control.

Print / save as PDF

+ ) Five Eyes 2024 74 ISO/IEC 27001 70 NCA ECC-2 70 SAMA CSF 70 UAE IA Regulation 70 CBI (Iraq) 70 CIS Controls v8.1 70 DISA STIG 70
omain
TIGRIS PCIDSS4.01 70 ANSSI (indicative) 70
Dashboard
58 20 Why 587 That is how many Hisn checks map to this framework’s controls. One check can map to mere than one
. 74 % control,
Sl e Eves 702 checks mapped ass
Five Eyes 2024 PP P Score = pass = (pass + fail). Checks that could not run (missing data) are not counted as passing.
Findings F i 31 “Detecting and mitigating Active Directory compromises” (ASD / Five Eyes, 2024): 17 attack technigues, mapped
) through each check's MITRE ATT&CK techniques.
fail not evaluated i )
° Attack paths From scan #2 of 12 Nov 2026, 14:12 - Five Eyes: 16 of 17 techniques covered, 5 failing
© Watch
All Failing only
D Aciivity
Password spraying 1 pass - 3 fail - 1 not evaluated
¢ Sign-ins
STATUS SEVERITY CHECK TITLE AFFECTED
A Search Weak default domain
fail High G-004 1 affected

password policy

© Honey accounis

Privileged accounts are

_ fail High G-011 governed by a weak 1 affected
Password audit
password policy

ings Account lockout is disabled
FALLES fail Medium G-005 ) 1 affected
or too permissive
U Auditlog User accounts use breached

not evaluated High A-015

or weak passwords
User guide
pass Low G-006 Password history is too short

Compliance for one framework, with the checks under each control.

e The tabs at the top switch framework. The percentage is pass + (pass + fail); checks that
could not run are shown as not evaluated and never counted as passing.

e One check can map to more than one control. Failing only hides the passing ones. Print
/ save as PDF prints the page.

e ANSSI is marked indicative: its levels are approximated from Hisn's checks.
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13. Live Watch, Watch and Activity

Live Watch reads the DCs' Security logs every 15 to 900 seconds (default 60) and reports
within about a minute: Tier 0 changes, DCSync, Kerberoasting and AS-REP roasting, LDAP
reconnaissance, password spraying, brute force, lockout storms, user enumeration, honey-
account use, Tier 0 sign-ins from machines outside Tier 0, Sigma rule matches and sign-ins
from addresses on imported threat lists. Several domains are read at the same time, and a

window that could not be read is read again later. Turn it on in Settings — Live Watch.

Settings m

Live Watch

Hisn reads the DC Security logs every minute (by default) and reports within a minute: Tier 0 changes, DCSync requests, failed sign-ins and honey-
account touches, plus matches of the imported Sigma rules and malicious-IP lists - without waiting for the next scan. Read-only; nothing is blocked.

Enable Live Watch
Dashboard

G Interval (seconds) 60

Findings Event source

This server's log is enough when Hisn runs on a domain controller. ‘Every domain controller' reads over the network with the scan account. 'WEF' reads the local
Attack paths ForwardedEvents log that Windows Event Forwarding fills.

© Watch this server's log v

© Activity

LDAP reconnaissance exceptions

Accounts or IP addresses whose wide searches are expected (admin and monitoring toals), one per line. The scan account and the DCs are always ignored.

Sign-ins

) Search

© Honey accounts

Status @TIGRIS: last read 10 Nov 2026, 18:20 - 40 events read - 4 changes found - DCO1.corp.tigris.local
5 Password audit

Privileged sign-ins

8] Settings
g

Audit log
Which machines the Tier 0 accounts may sign in from, and what is recorded. Read by Live Watch.

Lo Allowed machines

One ner line: a name a nattern such as PAW-* an address or a ranae such as 10.0.7.0/24. Domain controllers are alwavs allowed

Settings — Live Watch, with its status line at the bottom.

Event source: this server's own log (Hisn on a DC), every DC over the network, or the
ForwardedEvents log when Windows Event Forwarding sends DC logs here.

[
Audit policy needed on the DCs (Default Domain Controllers Policy — Advanced Audit
Policy Configuration, Success and Failure): Kerberos Authentication Service, Kerberos
Service Ticket Operations, Credential Validation, Logon, User Account Management,
Security Group Management, Computer Account Management, Directory Service

Changes, Directory Service Access. Check M-001 tells you which are missing.

Watch lists every change and alert, from Live Watch and from comparing each scan with the

previous one: privileged groups, AdminSDHolder, domain-root permissions, DC GPOs,
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certificate templates, trusts, krbtgt, DCs and FSMO roles. Each entry has a severity, its MITRE
ATT&CK technique, the target, the actor and the DC. A change found by a scan with no
matching Security-log event is flagged as a silent change (made while auditing was off, or the

log was cleared). Review an entry and press Acknowledge.

Watch

Track Tier 0 changes between scans

2 2 3 7

@ Critical - Open ® High - Open ® Medium - Open Total events
TIGRIS . - I,
Last event: 26 Oct 2026, 06:13

Dashboard ® Live Watch is on - every 60 s - this server's log - last read: 10 Nov 2026, 18:19 - DCO01.corp.tigris.local

= Scans
J Open Acknowledged All Critical High Medium Low
Findings
¥ Attack paths Critical ~ DCSync replication request T1803.006 DCSync + Acknowledge

DCSync replication request by TIGRIS\a.smith

Watch live 26 Oct 2026, 06:13 - Target: TIGRIS\a.smith - Actor: TIGRIS\a.smith - DCO1.corp.tigris.local
O Activity s e ——

Critical  Member added to privileged group 711098 Account Manipulation + Acknowledge

_ Added to Domain Admins: svc-backup
o Sign-ins
live 26 Oct 2026, 05:06 - Target: Domain Admins - Actor: TIGRIS\svc-adconnect - DCO1.corp tigris.local
) Search
High  Member added to privileged group 71098 Account Manipulation + Acknowledge
@ Honey accounts Added to Backup Operators: svc-veeam

live 26 Oct 2026, 20:03 - Target: Backup Operators - Actor: TIGRIS\b.jones - DCO1.corp.tigris.local
Password audit

Medium Sigma rule T1083.886 DCSync ~ Acknowledge

{87 Settings

Active Directory Replication from Non Machine Account - DeSync Indicator - event 4662 on DCO1.corp.tigris.ocal by

TIGRIS\a.smith
Audit log

live 26 Oct 2026, 06:13 - Target: Active Directory Replication from Non Machine A t - DeSync Indi - Actor: TIGRIS\a.smith
DCO1.corp.tigris.local
User guide

Hiah Tier 0 account an a non.Tier 0 machina

Watch: alerts and Tier 0 changes waiting for review.

Activity answers "who did what": user, group, computer, GPO and OU changes from the
Security log and from scan comparisons, with the actor and the DC. For GPOs it says which
setting changed (section 14). Filter by kind and time, search by target or actor, and click a row
for the full details.
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Activity

Who did what to users, groups, computers and GPOs

5 0 4 0 TIGRIS\helpdesk 1

User changes Group changes GPO changes Computer changes Mostacne
Dashboard All Users Groups GPOs Computers OUs 24h 7 days 30 days All time Search by target or actor...

Scans
Click any row for the full details.

Findings

WHEN WHAT TARGET BY FROM DETAIL
o DC
Attack paths
= 10 Nov 2026, 16:44 Users locked out huda.salim . DCOo1 WS-HR-03
® Watch
10 Nov 2026, 16:19 GPOs GPO edited Default Domain — account policy MinimumPasswordLength: 14 — 8
Activity "
Policy
¢ Sign-ins
HOIE N 10 Nov 2026, 16:18  GPOs GPO edited Workstation Baseline  — user right SeDabugPrivilege: + TIGRIS\helpdesk
) Search 3 ? " A P
10 Nov 2026, 16:17 GPOs  GPO edited Workstation Baseline — security option LmCompatibilityLevel: 5 — 2
© E ts .
2 RETEr T nE 10 Nov 2026, 16:16 GPOs  GPO edited Workstation Baseline — scheduled task "Updater": added (runs C:\Tools\update.exe
as SYSTEM)
Password audit
10 Nov 2026, 15:00 Users locked out svc-reports — DCo1 APP-SRV-02
Settings
10 Nov 2026, 11:40 Users locked out karim.nasser — DCO1 WS-IT-12
O Auditlog
10 Nov 2026, 08:10 Users locked out yusuf.hadi — DCO1
User guide
9 Nov 2026, 15:39 Users password reset  TIGRIS\karim.nasser TIGRIS\helpdesk ~ DCO1

Activity, including Group Policy setting changes.

14. Sign-ins, lockouts and search

The Sign-ins menu has three tabs: Failed sign-ins, Privileged sign-ins and Lockouts. All of
them read what Live Watch and the scans have recorded; nothing is changed in Active

Directory.

Failed sign-ins shows wrong passwords and unknown account names by account and by
source, over 24 hours, 7 or 30 days, and the alerts raised from them (password spraying, user

enumeration, brute force, failures on privileged accounts, lockout storms).
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Sign-in failures 2en T
Wrong passwords, unknown accounts and leckouts on the domain controllers

Failed sign-ins Privileged sign-ins Lockouts

48 18 9 4 0

Failed sign-ins Accounts Sources Accounts locked out Privileged accounts
Dashboard targeted
Scans
Attack patterns detected
Findings No spray, brute-force or enumeration pattern in this period.
S Attack paths
Failed sign-ins over time @ Wrong password @ Unknown account @ Other
© Watch
20
© Activity
Sign-ins
Q. Search
0
@ Honey accounts 19:00 07:00 18:00
Password audit
Accounts with the most failures Sources with the most failures
Settings
ACCOUNT FAILURES  SOURCES  REASON LAST SOURCE FAILURES ~ ACCOUNTS UNKNOWN  LAST
NAMES
O Auditlog
svc-reports 12 1 Wrong 10 Nowv 2026, 14:59
locked out password 10.0.9.20 15 15 — 10 Nov 2026, 08:09
User guide
karim.nasser 9 1 Wronn 10 Nowv 2076 11:39 10.0.6.40 12 1 — 10 Nov 2026, 14:59

Failed sign-ins over time, by account and by source.

Privileged sign-ins

A privileged account leaves its password hash or Kerberos ticket on every machine it signs in
to, and whoever controls that machine can take them. With Live Watch on, Hisn records the
successful sign-ins of the Tier 0 accounts (Kerberos ticket requests, event 4768, and logons at

a domain controller, event 4624) and shows which account signed in from which machine.
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Privileged sign-ins

Where the Tier 0 accounts sign in, and which of those machines are not Tier 0

24h 7 days 30 days 90 days

Failed sign-ins Privileged sign-ins Lockouts

Domain

TIGRIS 4 5 3 ’

3

privileged accounts seen Machines Exposed accounts Exposed machines
Dashboard
= Scans Open Tier 0 exposure alerts 3 Open in Watch
Findings High  Tier 0 account on a non-Tier 0 machine
Privileged account Administrator signed in from WS-FIN-07 (10.0.5.23), which is not a Tier 0 machine (a workstation: Windows 11 Enterprise). Its
¥ Attack paths credentials can be stolen from that machine.

10 Nov 2026, 16:28 — 10 Nov 2026, 1742

® Watch

Medium  Tier 0 account on a non-Tier 0 machine

© Activity Privileged account adm.omar signed in from APP-SRV-02 (10.0.6.40), which is not a Tier 0 machine (a member server: Windows Server 2022 Standard).
Its credentials can be stolen from that machine.

Sign-ins 10 Nov 2026, 14:44 — 10 Nov 2026, 17:49

Y Search Medium  Tier 0 account on a nen-Tier 0 machine
Privileged account svc-backup signed in from FILE-SRV-01 (10.0.6.15), which is not a Tier 0 machine (a member server: Windows Server 2019 Standard).
© Honey accounts Its credentials can be stolen from that machine.

9 Nov 2026, 23:48 — 10 Nov 2026, 17:41

Password audit

8 Settings Select an account or a machine to filter the sign-in list below.
O Auditlog Accounts and where they signed in
ACCOUNT SIGNED IN FROM SIGN-INS LAST SEEN
User guide
svc-backup  exposed FILE-SRV-01 (10.0.6.15) ( Member server - risk 30 10 Nov 2026, 17:41

Privileged sign-ins: three Tier 0 accounts were used on machines outside Tier O.

e Tier 0 (a domain controller) and Allowed (a machine on your allowed list) are fine.

e Workstation, Member server and Unknown machine: the account's credentials are
exposed there. Hisn raises the alert Tier 0 account on a non-Tier 0 machine, high for a
workstation and medium otherwise, once per account and machine per week.

e Below the alerts, select an account or a machine to filter the list of sign-ins.

What to do: administer the domain only from dedicated admin workstations or jump servers,
and list them in Settings — Privileged sign-ins — Allowed machines, one per line: a name ( PAW-
01 ), a pattern ( PAW-* ), an address, or a range (10.0.7.0/24 ). An entry Hisn cannot use is
refused with a message. A service account that is a member of a Tier 0 group and runs on a
member server is reported too; that is a real exposure, so take it out of the group rather than

allowing the server.
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Domain

TIGRIS

Dashboard

Scans

Findings

¥ Attack paths

© Watch

© Activity

‘ Sign-ins

) Search

© Honey accounts

Password audit

8] Settings
g

Audit log

User guide

Settings m

Privileged sign-ins

Which machines the Tier 0 accounts may sign in from, and what is recorded. Read by Live Watch.

Allowed machines

One per line: a name, a pattern such as PAW-*, an address, or a range such as 10.0.7.0/24. Domain controllers are always allowed.

PAN-*
10.0.7.0/24

What to record

3 . Privileged accounts only v
F(G(C\('I"I(J all users stores far more rows and needs more disk space.

Alertin Watch

Raise an alert when a privileged account signs in from a machine that is neither Tier 0 nor allowed.
Days to keep sign-ins 90
Look up machine names

Asks the network's own DNS for the name behind an address (reverse lookup).

Send to Graylog / SIEM
Sends every Watch alert (Tier 0 changes, DCSync, Sigma rules, malicious IPs, honey accounts) and each scan result to your own log platform inside your
network. Nothing leaves your site. Off by default.

Forward alerts O

Settings — Privileged sign-ins.

Machine names come from the event itself or from a reverse DNS lookup made from the Hisn

server inside your network; the lookup can be switched off. By default only privileged accounts

are recorded, and sign-ins are kept 90 days. Recording all users keeps every user's ticket

requests as well; on a large domain that is many rows, so choose it only if you need sign-in

history for everyone.

Audit policy needed on the DCs: Kerberos Authentication Service (Success) and Logon

(Success). Both are on by default on domain controllers.

Lockouts

Each account lockout is shown with the machine that caused it (the caller computer of event

4740), the failed attempts in the hour before it, and the likely cause. Select a row for the

sources and what to check.
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Account lockouts

Each lockout, the machine that caused it and the likely reason

24h 7 days 30 days

Failed sign-ins Privileged sign-ins Lockouts

Do
s 4 4 Old password still stored 1 Service or scheduled task 1 Possible attack 1
Lockouts Accounts locked out Mistyped password 1
Dashboard By likely cause
Selecta r r the sources and what to check

Findings WHEN ACCOUNT CALLER LIKELY CAUSE FAILED SOURCES
- COMPUTER ATTEMPTS
Attack paths
10 Nov 2026, 16:44 huda.salim W5-HR-03 Mistyped password 7 1
Watch A few attempts from one machine: most likely the user typed a wrong
password. Confirm with the user,
Activity
10 Nov 2026, 15:00  svc-reports APP-SRV-02 Service or scheduled task 12 1
S One source fails at a steady interval, like a timer. On that machine look
Sign-ins ) ) .
for a service, scheduled task, mapped drive or application running as this
account with an old password.
Search
10 Nov 2026, 11:40  karim.nasser ~ W5-IT-12 0ld password still stored 9 1
3 i3 .
LS R The password was changed recently and a machine keeps try he old
one. Check the caller computer: saved credentials, mapped drives,
Password audit scheduled tasks, services, or a remote desktop session left open.
Settings 10 Nov 2026, 08:10  yusuf.hadi — Possible attack 6 &

Many sources, or a source that is also failing for other accounts. Treat it

O Auditlog as password guessing: check the sources, review the ¥ alerts, and

find and stop the source before the account is unlocked in Active

. Directory.
User guide )

Hicn nnhs raade: it dnac net inlack arcannte ar channa nacamnrde

Lockouts, each with its likely cause and what it means.

Account lockouts

Each lockout, the machine that caused it and the likely reason

24h 7 days 30 days

Failed sign-ins Privileged sign-ins Lockouts
TIGRIS 4 4 Old password still stored 1 Service or scheduled task 1 Possible attack 1
Lockouts Accounts locked out Mistyped password 1
Dashboard By likely cause
Select a row for the sources and what to check.

Findings WHEN ACCOUNT CALLER LIKELY CAUSE FAILED  SOURCES
- COMPUTER ATTEMPTS
Attack paths
10 Nov 2026, 16:44  huda.salim WS-HR-03 Mistyped password 7 1
‘Watch A few attempts from one machine: most likely the user typed a wrong

password. Confirm with the user,

Activity
10 Nov 2026, 15:00  svec-reports APP-SRV-02 Service or scheduled task 12 1
o - One source fails at a steady interval, like a timer. On that machine look
Sign-ins ) N 3 .
for a service, scheduled t. mapped drive or application running as t
account with an old password.
Search
Domain controller Caller computer
Honey accounts pco1 APP-5RV-02

® The attempts came at a regular interval, like a timer,

Password audit
Sources of the failed attempts (the hour before the lockout)

Settings SOURCE ATTEMPTS  FIRST LAST EVENT IDS
10.0.6.40 1210 Nov 2026, 14:04 10 Nov 2026, 14:59 am

O Auditlog

Show only this account

User guide

10 Nov 2026, 11:40  karim.nasser  W5-IT-12 Qld password still stored 9 1

One lockout opened: the attempts came at a regular interval, so a service or task is the likely cause.
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Likely cause What it means What to check

Old password The password was changed in the last Saved credentials, mapped drives

still stored 7 days and one or two machines keep and mail profiles on the machines
trying the old one listed

Service or One source failing at a steady interval Services, scheduled tasks and

scheduled task application pools running as that

account on the source

Phone or other  NTLM attempts from one named The phone, mail client or Wi-Fi

device device, again and again profile of the user

Possible attack ~ Many sources, or a source that is also The Failed sign-ins tab and the

failing for other accounts Watch alerts for the same time
Mistyped A few attempts from one machine Confirm with the user
password
Cause No failed sign-in was recorded before ~ The audit policy on the DCs (check
unknown the lockout M-001)

Hisn does not unlock accounts. The cause is an estimate from the recorded events, not a

verdict.

Search

Search looks through everything Hisn has recorded for the domain in one list: directory
changes (Activity), failed sign-ins, successful sign-ins and Watch alerts. Filter by text (an
account, machine, address or group), kind and date; without a start date the last 30 days are
searched. Export CSV downloads the result with the same filters (up to 50,000 rows) for an
auditor; the export itself is written to the Audit log. The page states how long each kind is

kept; change that in Settings.
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Search

One search over directory changes, failed and successful sign-ins, and Watch alerts

Kinds

Snai Accol nachine, address, group... i ot o S
e Account, machirie, address, group B Changes [ Failed sign-ins [ Successful sign-ins [ Alerts

TIGRIS
To mm/ddsyyyy O m & Export CSV

Downloads a CSV file with the same filters (up to 50,000 rows). The export is written to the audit log. Without a From date, the last 30 days are searched

From mm/dd/yyyy O

Dashboard

Scans
167 results - 11 Oct 2026, 18:20 — now

lEe WHEN KIND WHAT ACCOUNT OR OBJECT BY / FROM DETAIL
Attack paths 10 Nov 2026, 1749 Successfulsign-ins  Logon ata DC Remete  adm.omar privileged PAW-01 event 4624, 10.0.7.11
Desktop
@ Watch
10 Nov 2026, 17:49 Suceessful sign-ins Logon at a DC Remote adm.omar privileged APP-SRV-02 event 4624, 10.0.6.40
© Activity Desktop
¢ Sign-ins 10 Nov 2026, 17:42 Successful sign-ins Logon at a DC Remate Administrator privileged WS-FIN-07 event 4624, 10.0.5.22
Decktop
Search
10 Nov 2026, 17:42  Successful sign-ins Logon at a DC Remote Administrator privileged PAW-01 event 4624, 10.0.7.11
© Honey accounts Desktop
Password audit 10 Nov 2026, 17:41 Successful sign-ins Logon at a DC Remote svc-backup privileged FILE-SRV-01 event 4624, 10.0.6.15
Desktop
£ Settings
10 Nov 2026, 17:33 Successful sign-ins Logon at a DC Remote adm.layla privileged PAW-02 event 4624, 10.0.7.12
O Auditlog Beskiop
10 Nov 2026, 17:12 Successful sign-ins Kerberaos ticket adm.omar privileged PAW-01 event 4768, 10.0.7.11

User guide

Search across changes, failed and successful sign-ins and alerts.

Which Group Policy setting changed

From collector 1.3.0, Activity shows which setting changed inside a GPO between two scans,
with the old and the new value: user rights, security options, password, lockout and Kerberos
policy, registry settings, restricted groups, scheduled tasks and scripts (see the Activity picture
in section 13). The first scan after the upgrade records the starting point; details appear from
the second scan. Windows service and IIS application pool identities in user rights are labelled
as such, because their names cannot be read back from their SIDs. Password values stored in a

GPO are never collected.

15. Honey accounts

Honey accounts are decoys that nothing legitimate ever uses, so any touch means someone
inside the network is looking for a way in. Hisn suggests decoys that attract common attacks
(a service account with an SPN for Kerberoasting, an account without Kerberos pre-

authentication for AS-REP roasting, a fake administrator) or takes names you choose.
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TIGRIS

Dashboard

= Scans

Findings

¥ Attack paths

@ Watch

© Activity

‘ Sign-ins

Q, Search

Honey accounts

Password audit

ettings

O Auditlog

User guide

Honey accounts

Decoy accounts nothing legitimate ever uses. Any touch = an attacker inside the network, with no false positives.

1. Register the decoys here (from the templates or with names you choose).
2. Download the creation script, review it, and run it once as a domain admin. Hisn never creates anything itself — it stays read-only.
3. The next scan verifies each decoy exists; from then on Hisn alerts on any Kerberoasting, AS-REP, sign-in, change or read.

Tip: pick names that blend in with your real accounts, and make sure Audit Directary Service Access is on (the audit helper enables it).

Registered decoys (0)

Mo decoys yet. Start with a template below.

Add a decoy

Suggested templates

svc-sqlreport sve-backupagt svc-legacyapp

Kerberoasting bait (service account with SPN) Kerberoasting bait (service account with SPN) AS-REP bait (no pre-authentication)
MSSQLSve/sqlreportd.corptigris.local:1433 HTTP/backup-agent.corp.tigns.local

adm-backup

Fake admin (looks privileged, isn't)

Custom decoy

Type Account name (sAMAccountMame) Service principal name (SPN) Description in AD

[Kerberoasting bait (service account wit v | ‘5‘*'3'39\3'9[50” | |*|V';‘3PP'3"‘CC‘ ptigrislocal ‘ ‘

Honey accounts: register, create with the script, and the next scan verifies them.

1. Register the decoys on this page (from the templates or with your own names that blend

in).

2. Download the creation script, review it, and run it once as a domain admin. Hisn never

creates anything itself.

3. The next scan verifies that each decoy exists. From then on Hisn alerts on any

Kerberoasting, AS-REP request, sign-in, change or read of a decoy. Reads need Audit

Directory Service Access on the DCs.

16. LDAP reconnaissance sensor

To see BloodHound-style enumeration, each DC must log LDAP searches (event 1644). Run the

script once on every DC, from C:\Program Files\Hisn\collector (copy it to DCs where

Hisn is not installed):

powershell —-ExecutionPolicy Bypass -File .\Enable-HisnLdapSensor.psl -WhatIf
powershell -ExecutionPolicy Bypass —-File .\Enable-HisnLdapSensor.psl

powershell -ExecutionPolicy Bypass —-File .\Enable-HisnLdapSensor.psl -Status
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It saves the previous values, and -Disable restores them. Accounts and addresses that
legitimately enumerate AD (inventory tools, Hisn itself) can be listed under Settings — Live

Watch — LDAP reconnaissance exceptions.

17. Password audit

Finds breached, weak, empty, shared and LM-stored passwords (checks A-014 to A-018). Run
it yourself as a Domain Admin on a DC; it uses the free DSInternals module and keeps hashes

in memory only.

Install-Module DSInternals

.\Invoke-HisnPasswordAudit.psl -BreachedFile D:\hibp\pwnedpasswords_ntlm.txt -W

o >

Import the resulting .json on the Password audit page. It contains account names only and is
used by scans for 90 days. The page also offers the script and a weak-password list to

download.

Password audit

Finds accounts using breached, weak, empty or shared passwords. Hisn never sees a password hash.

No audit yet. Follow the steps below.
Domain

TIGRIS

How it works

Eashbeaard 1. On a computer with internet run the Update Station (Settings — Content updates — Download Update Station): Get-HisnUpdates.ps1 puts the
DSInternals module and the HIBP breached-hash list in its PasswordAudit folder. Copy that folder to the DC, with the weak-password list from this

Scans page.

2.0n the DC, as a Domain Admin, run the Hisn script. It compares the hashes in memory only and writes a result file with account names only.

Findings ) e .
- 3. Import the result file here, then run a scan: the results join the assessment and reports. Repeat the audit monthly.

’ Attack paths Command on the DC

®@ Watch

\Invoke-HisnPasswordAudit.psl -BreachedFile D:\hibp\pwnedpasswords_ntlm.txt -WeakPasswordsFile .\hisn-weak-passwords.txt

Activity View script Download script Download weak-password list Import result file

¢ Sign-ins The result file names accounts with weak passwords: delete it from the DC after import. This page is for administrators only.

Q, Search

@ Honey accounis

Password audit

ettings

O Auditlog

User guide

Password audit: run it on a DC, then import the result here.
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18. Content updates (offline)

Detection rules and intelligence (Microsoft security updates by build, CISA KEV, EPSS,
Windows support end dates, Sigma rules, malicious IP lists, weak-password lists) arrive as
signed .hcb packages. Import them in Settings — Content updates; tampered or unsigned
files are refused. On an internet-connected PC, the update station (downloadable from the

same page) fetches new packages for you to carry in. The server never sends anything out.

19. E-mail and SIEM

E-mail (Settings — Email (SMTP) and Watch alerts): SMTP server, port, encryption and sender;
send the scan report (choose a saved profile) after scheduled scans, and Watch alerts above a
minimum severity. Alerts are sent in the background, and several alerts for the same domain

within a few seconds arrive as one message, in English and Arabic.

SIEM (Settings — Send to Graylog / SIEM): forwards alerts and audit events to Graylog or any
syslog receiver as GELF, CEF or JSON, over UDP, TCP or TLS. Off by default.

20. Data, backup and restore

Location Contents
C:\Program Program, collector scripts, embedded Python (replaced on upgrade)
Files\Hisn

C:\ProgramData Database, scan folders, licence, content, logo, certificate, logs, backups

\Hisn (kept on upgrade; SYSTEM and Administrators only)
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Settings m

Domain Backup and restore

TIGRIS

One zip with the database, licence, content, logo and every scan’s results. Written nightly and on demand. To restore on a new server, install Hisn then
run Install-HisnConsole.ps1 -RestoreFrom Hisn-Backup-....zip.

Dashboard
Folder Nightly time

Scans CA\ProgramData\Hisn\backups ‘ |03:30 AM ®
Local or UNC pi rver\share). Blank = the backups folder inside Hisn's data. Put

Findings this folder in your server backups.

? Attack paths Keep last Nightly backup
14

© Watch .

U Include raw data of every scan

0 - atest s¢ f each d lways backed up ; this adds r scans

D Activity The latest scan of each domain is always backed up in full; this adds older scan

(large) so their reports can be rebuilt

Sign-ins

Back up now  No backup yet

Q, Search 3 5 . .

Restore runs with the service stopped: Stop-Service HisnConsole, then python -m hisnconsole restore (see the guide), or Install-HisnConsoleps1 -RestoreFrom Hisn-

Backup-...zip on a new server. On the same server stored passwords are kept; on another server scan-account and e-mail passwords are entered again, and a gMSA service
(© Honey accounts needs nothing.

Password audit

g

Each domain has its own scans, findings and Watch. Enabled domains are scanned one after another in the scheduled scan.

Audit log

@ verified by scan #2 - 10 Nov 2026, 18:19
74/100 - C- 10 Nov 2026, 18:19 Edit domain

Included in scheduled scans

TIGRIS

User guide
this server's domain - service account

Settings — Backup and restore

Every night at the set time (default 03:30) the console writes one file, Hisn-Backup-<server>-
<date>.zip, and keeps the newest N (default 14). Back up now writes one on demand. The
zip holds the database (a consistent copy, safe while the service runs), config.json, the
licence, content packages, the logo and every scan's results and reports. The raw collection
data of each domain's latest scan is always included, because the domain ID, dashboard
counts, report rebuilds and the next scan's comparison read it. Older scans' raw data is added

only if you tick Include raw data of every scan.

Set the folder to a path your server backup already covers; a UNC share such as
\\backup@1\hisn works, and the service account needs write access to it. Blank means
C:\ProgramData\Hisn\backups on the console itself, which protects against a bad upgrade

but not against losing the server.

From the command line (for scripts and scheduled jobs): "C:\Program
Files\Hisn\python\python.exe" -m hisnconsole backup --data C:\ProgramData\Hisn --
to D:\Backups\Hisn , with PYTHONPATH set to C:\Program

Files\Hisn\console;C:\Program Files\Hisn\engine .
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Restore

e On the same server, from the console: in Settings — Backup and restore, click Restore
next to a backup and type RESTORE . Hisn restarts, saves a safety copy of the current
state, restores the backup and comes back on its own; sign in again when the page
reloads. If anything fails it returns to the safety copy and Settings says why. Everything
newer than the backup is replaced.

e On a new server: run Setup and choose the backup on its Restore from backup page, or
Install-HisnConsole.psl -RestoreFrom <zip> . The installer restores before the
service starts.

¢ From the command line: "C:\Program Files\Hisn\HisnConsole.exe" stop, then
python.exe -m hisnconsole restore --data C:\ProgramData\Hisn —-—from <zip>
(same PYTHONPATH as above), then HisnConsole.exe start . The previous database is

kept as hisn.db.pre-restore .

After a restore on another server, a notice in Settings says which stored passwords were
cleared: scan-account, SMTP and SIEM passwords are protected for the old server (Windows
DPAPI) and cannot move. Enter them again, then dismiss the notice. A service running as a
gMSA needs nothing. The licence travels with the backup, because it is bound to your domain
IDs. A backup from an older Hisn is upgraded on the first start (with its own hisn.db.bak-*

copy); a backup from a newer Hisn is refused: install that version first.

Not in the backup: the server's TLS certificate (a new one is generated), logs, and
config.json on restore unless —-with-config is given. Measured in the lab (3 domains, 15

scans, 2.6 MB backup): stop, restore, start and sign in took about one minute.

Uninstall: Settings — Apps — Hisn AD Security Console. You are asked whether to keep the
data for a later reinstall.

32/35



21. Troubleshooting

Symptom

Blank page or
"needs Edge,
Chrome or

Firefox"

WinRM error
Ox80090322

WinRM
"Cannot find
the computer”

(Kerberos)

Member server

"access denied

Many checks
"not evaluated”

for one domain

A scan or
backup does
not start: "low

disk space”

Privileged sign-
ins page is

empty

Script blocked

by execution

policy

Cause and fix

Internet Explorer. Open the address in Edge, Chrome or Firefox.

Kerberos reached the wrong account. Either the DC's name resolves to
another machine's address (a second network card registered in DNS: remove
those records, or add the right address to the hosts file), or the name
HTTP/<server> is registered on another account. Hisn retries with the port
in the name; register it once on the server: setspn -S HTTP/<fqdn>:5985
<SERVER> and setspn -S HTTP/<short>:5985 <SERVER> . Test connection

names the account that holds the name.

Usually the same cause: a gMSA or service account holds HTTP/<server> .

Register the port-specific names as above.

The scan account (or DOMAIN\DC$ ) is not in the server's local Administrators.

WIinRM to its DC failed; run Test connection and fix the reported cause, then

scan again.

Free space is below the minimum (2 GB by default). Free some space, or lower

the minimum in Settings.

Live Watch is off, or no scan has listed the Tier 0 accounts yet. Turn on Live

Watch and run a scan.

Run collector scripts with powershell -ExecutionPolicy Bypass -File

<script> ; this applies to that one command only.
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Console does Get-Service HisnConsole ;logsin
not open C:\ProgramData\Hisn\logs\console.log and

C:\ProgramData\Hisn\logs\HisnConsole.err.log ; Start — Hisn — Hisn
health check.

"This database An older version was installed over a newer database. Install the newer version
is from a newer  again, or restore a backup made with this version.

Hisn"

Port 8443 Run Setup again and choose another port.

already in use

22. Glossary

Tier 0

The accounts, groups and machines that control the whole domain: domain controllers,
Domain Admins, Enterprise Admins and the like. Whoever controls one of them controls
everything.

Finding

A check that failed in a scan, with the objects affected. It keeps a state (open, acknowledged,

snoozed, risk exception, fixed, returned) across scans.

Attack path

A chain of permissions, memberships or sessions that lets an ordinary account reach Tier 0.

Exposure

A privileged account's credentials left on a machine outside Tier O, where they can be stolen.

Allowed machine
An admin workstation or jump server you have listed as a safe place for Tier 0 accounts to sign

in from.

Honey account (decoy)

An account that nothing legitimate uses, so any use of it is an alert.

Silent change
A change found by comparing scans that has no matching event in the Security log: made

while auditing was off, or the log was cleared.

gMSA
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Group managed service account: a service account whose password Windows creates and

rotates, usable only by the servers you name.

Live Watch

Hisn's reading of the DC Security logs every minute or so, between scans.

Not evaluated

A check whose data could not be read. It is never counted as passed.

Fix and rollback scripts

PowerShell generated by Hisn for an administrator to review and run; Hisn never runs them.

Hisn (on0>) - Active Directory security console - user guide for Hisn 1.32 and later. Pictures

show an invented demo domain.
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